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Abstract—Security threats involving concealed weapons pose significant risks in environments such as
public spaces, airports, and military zones. Traditional methods for weapon detection, such as manual
screening and metal detectors, have limitations in scalability and effectiveness. This study proposes a deep-
learning-based approach for thermal weapon detection, leveraging infrared imaging to identify concealed
firearms and knives in real time. The method uses a Convolutional Neural Network (CNN) trained on a
dataset of thermal images to detect weapons based on their distinct heat signatures, and employs advanced
object-detection models such as YOLO (You Only Look Once) or Faster R-CNN to identify threats with
high efficiency and minimal false positives. Transfer learning and data-augmentation techniques enhance
the model’s robustness across diverse environments and varying thermal conditions. Experimental results
demonstrate that the proposed approach outperforms traditional image-processing methods, achieving
improved detection in both controlled and real-world scenarios. The implementation, in Python using
TensorFlow, Keras, OpenCV, NumPy, and Matplotlib, processes thermal video frames in real time, raises
alerts when a weapon is detected, and stores detection logs for security auditing. Because thermal cameras
detect heat rather than visible light, the system performs effectively in low-light, night-time, smoke, and
adverse weather conditions, providing automated, non-invasive, real-time threat detection that
significantly enhances security. Future work focuses on improving detection in complex environments and

integrating multi-modal sensor-fusion techniques.
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I. INTRODUCTION

Security threats involving concealed weapons pose significant risks in various environments, such as
public spaces, airports, railway stations, and military zones. The increase in criminal activities, terrorist
attacks, and security threats has created a strong need for intelligent surveillance systems that can identify
dangerous objects quickly and accurately. Traditional security systems mainly depend on manual
monitoring, metal detectors, and CCTV cameras, which may fail in low-light conditions or crowded areas
and have limitations in scalability and effectiveness.

Thermal imaging technology captures the infrared radiation (heat) emitted by objects and humans,
enabling object detection regardless of lighting conditions, including darkness, smoke, fog, or poor weather.
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By combining thermal imaging with deep learning, a system can analyse captured images and classify
whether a weapon is present, improving accuracy, reducing human effort, and enabling real-time
monitoring. The integration of deep-learning algorithms with thermal imaging has further enhanced the
accuracy, speed, and reliability of weapon-detection systems.

This work proposes an automated deep-learning-based thermal weapon-detection system that uses
infrared imaging and advanced object-detection models for real-time threat identification. Unlike
conventional methods that rely on metal detection or manual inspection, the system leverages
Convolutional Neural Networks and object-detection algorithms such as YOLO and Faster R-CNN to
identify concealed metallic and non-metallic weapons based on their thermal signatures, even when hidden
under clothing or carried in low-light conditions, thereby improving public safety and reducing manual
monitoring effort.

II. LITERATURE SURVEY

The rapid advancement of artificial intelligence and computer vision has significantly improved
automated surveillance and threat-detection systems. Thermal weapon detection using deep learning has
emerged as an important research area because it can identify concealed or visible weapons under low-light
and night-time conditions, where traditional visible-spectrum cameras often fail in darkness, smoke, fog,
or poor weather. Thermal cameras provide temperature-based visual information, enabling better object
detection regardless of lighting.

Several studies have explored CNNs for object detection in thermal images, with architectures such as
YOLO, Faster R-CNN, SSD, and RetinaNet showing excellent performance in recognising guns, knives,
and rifles from surveillance footage. YOLO-based models are highly suitable for real-time detection
because of their fast processing speed and high detection accuracy, while Faster R-CNN provides better
precision but requires more computational resources; combining thermal datasets with visible-image
datasets improves training and feature extraction. Research on infrared and thermal image analysis for
security applications has produced systems that identify suspicious objects in crowded places, with
preprocessing such as noise reduction, contrast enhancement, segmentation, and background subtraction
improving feature clarity and reducing false detections. Because thermal datasets are limited, transfer
learning with pretrained models such as ResNet, MobileNet, VGG16, and InceptionNet reduces training
time and improves generalisation, and multimodal systems combining thermal and visible cameras further

improve accuracy. This body of work motivates the proposed system.

TABLE I. SUMMARY OF REPRESENTATIVE PRIOR WORK

S.No | Author/ Year Methodology Advantage Limitation
1 CNN thermal YOLO, Faster R-CNN, SSD, | Strong weapon Dataset
studies RetinaNet recognition dependence
2 Chen & Wang, | YOLOv3 on thermal High-speed real-time | Struggles with
2021 weapons/objects detection occlusion
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S.No | Author/ Year Methodology Advantage Limitation
3 Infrared Thermal + preprocessing Detects metallic Heat-source
security studies weapons in crowds interference
4 Transfer- ResNet/MobileNet/VGG16 Higher accuracy, less | Domain adaptation
learning studies | pretrained data needed
5 Multimodal Thermal + visible fusion Day/night robustness | System complexity
surveillance

1. EXISTING SYSTEM AND PROPOSED SYSTEM

A. Existing System

Traditional weapon-detection methods rely on manual screening, metal detectors, and CCTV
monitoring. Metal detectors can only identify metallic objects and fail to detect non-metallic weapons such
as 3D-printed guns, ceramic knives, or plastic explosives. Manual monitoring and CCTV are labour-
intensive and may fail in low-light or crowded conditions, and many existing detection systems produce
high false-positive and false-negative rates, causing unnecessary delays while some threats go undetected.
Limitations of the existing system:

» Limited detection capability: metal detectors miss non-metallic weapons.

*  Manual monitoring is labour-intensive and error-prone.

* CCTYV cameras fail in low-light or adverse conditions.

» High false-positive and false-negative rates.

* Poor scalability for large, crowded environments.

B. Proposed System

To address these limitations, the proposed system is an automated deep-learning-based thermal
weapon-detection system that uses infrared imaging and advanced object-detection models for real-time
threat identification. It leverages Convolutional Neural Networks and object-detection algorithms such as
YOLO and Faster R-CNN to identify concealed weapons based on their thermal signatures, detecting both
metallic and non-metallic weapons even when hidden under clothing or carried in low-light conditions.
Transfer learning and data augmentation improve robustness across diverse environments and varying
thermal conditions.
Advantages of the proposed system:

* Detects metallic and non-metallic weapons via thermal signatures.

»  Operates effectively in low-light, night-time, smoke, and poor weather.

* Automated real-time detection reducing manual monitoring effort.

* Higher accuracy and faster detection than traditional methods.

* Robustness improved through transfer learning and data augmentation.

» Scalable and integrable with existing surveillance infrastructure.
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IV. SYSTEM DESIGN AND METHODOLOGY

A. Detection Methodology

The system uses a Convolutional Neural Network for feature extraction and weapon classification. The
CNN automatically identifies important features such as object shape, edges, heat patterns, and texture from
thermal images. The dataset is divided into training, validation, and testing subsets; during training, the
CNN learns patterns associated with weapons and non-weapons, and the trained model is then tested on
unseen thermal images to evaluate accuracy and performance. Advanced object-detection models such as
YOLO and Faster R-CNN are used for localising weapons, with YOLO suited to fast real-time detection
and Faster R-CNN offering higher precision.

B. System Architecture and Workflow

A thermal camera continuously captures infrared video frames in real time. Each frame is preprocessed
and analysed by the trained CNN/object-detection model. If a weapon is detected, the system immediately
generates an alert notification and displays the result on the monitoring screen. The system can also store
detection logs, captured images, timestamps, and alert history for future analysis and security auditing.
Preprocessing techniques such as noise reduction and contrast enhancement improve feature clarity and
reduce false detections.

C. Evaluation Approach

The model is evaluated by testing the trained network on unseen thermal images and comparing
detection performance against traditional image-processing methods. The source reports improved
detection rates qualitatively in both controlled and real-world scenarios; no specific numeric accuracy
values are asserted here, and performance depends on the quality and size of the training dataset and on

environmental thermal conditions.

V. SYSTEM IMPLEMENTATION

A. Technology Stack
TABLE II. TECHNOLOGY STACK

Component Technology / Tool
Programming Language Python
Deep-Learning Frameworks TensorFlow, Keras
Computer Vision OpenCV (thermal frame capture & processing)
Numerical / Visualisation NumPy, Matplotlib
Models CNN; object detection via YOLO / Faster R-CNN
Techniques Transfer learning, data augmentation
Input Device Thermal (infrared) camera
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B. Implementation Details

The implementation uses Python with TensorFlow and Keras to build and train the deep-learning
model, OpenCV to capture and process thermal video frames, NumPy for mathematical and array
operations, and Matplotlib to visualise training results. The thermal camera continuously captures infrared
frames; each frame is processed and analysed by the trained model. When a weapon is detected, the system
generates an alert and displays the result, and it logs detections, images, timestamps, and alert history for
auditing. Transfer learning with pretrained backbones and data augmentation are applied to handle limited
thermal datasets and improve generalisation.

C. Real-Time Operation

Because thermal cameras detect heat energy rather than visible light, the system performs efficiently in
low-light, night-time, smoke, and adverse-weather conditions where conventional CCTV may fail. The
automated pipeline removes the need for continuous human observation, reducing the workload of security
personnel and improving response time, and the design allows the system to be integrated and scaled into
existing surveillance infrastructure.

VI. SYSTEM TESTING AND RESULTS

Testing was carried out through unit testing, integration testing, and functional testing. Unit testing
validated that the internal program logic functioned correctly and that inputs produced valid outputs across
decision branches; integration testing confirmed that the combined components operate consistently as one
program; and functional testing systematically demonstrated that the system’s functions behave as specified
by the requirements, including frame capture, model inference, alert generation, and logging. The reported
testing confirmed that the system behaves as expected.

TABLE III. TESTING SUMMARY

Test Level Focus Outcome
Unit testing Component logic and valid input/output Behaved as expected
Integration testing Combined frame—-model—alert pipeline Behaved as expected
Functional testing Detection, alerting, and logging per Behaved as expected
requirements

A. Observed Results

The implemented system captures thermal video, detects weapons using the trained CNN and object-
detection models, raises alerts in real time, and logs detections for auditing. By using thermal imaging it
operates effectively in low-light and night-time environments where normal CCTYV fails, and the automated
pipeline improves detection speed and reduces manual effort and false alarms compared with traditional
surveillance. The source reports these outcomes qualitatively; performance depends on dataset quality and

size, thermal-camera cost, and environmental factors such as high temperatures or overlapping heat sources.

Representative screenshots from the prototype implementation:
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Fig. 4. Weapon detection with bounding box and Detection log.

VII. CONCLUSION AND FUTURE SCOPE

The “Thermal Weapon Detection using Deep Learning” project successfully demonstrates the use of
artificial intelligence and thermal imaging for modern security applications. By combining thermal cameras
with deep-learning models such as CNNs and object detectors (YOLO, Faster R-CNN), the system detects
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weapons such as guns and knives from thermal images and video in real time, even in darkness, smoke,
fog, or poor weather where conventional CCTV fails. Implemented in Python with OpenCV, TensorFlow,
and Keras, the system automatically detects suspicious objects without continuous human observation,
providing higher accuracy, faster detection, and fewer false alarms than traditional surveillance, and is
applicable to airports, railway stations, malls, banks, military zones, and public events. Although
performance depends on dataset quality and thermal-camera cost, and environmental factors can affect
image clarity, the system provides an intelligent, fast, and reliable solution that improves public safety and
enhances surveillance capabilities.

Future work will focus on improving detection in complex environments and integrating multi-modal
sensor-fusion techniques that combine thermal and visible-light data for higher accuracy. Additional
directions include expanding and balancing the training dataset across weapon types and conditions,
exploring advanced and lightweight architectures for edge deployment, reducing false alarms through better
preprocessing, and integrating the system into existing surveillance infrastructure and border-security or
defence applications for large-scale, real-world use.
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